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Vorwort

Diese VDV-Schrift wurde aus der VDV-301-2 separiert, um Anpassungen an einzelnen IBIS-IP-
Diensten unabhdngig von anderen IBIS-IP-Diensten vornehmen zu kénnen.

In der VDV-301-2 werden die technischen Grundlagen wie auch die Basisdienste, welche die
Grundlagen eines IBIS-IP-Systems bilden, beschrieben.

Die VDV-Schrift 301-2-12 beschreibt die Video-Aufnahme-Dienste.

Foreword

This VDV-requirement document has been separated from the VDV-301-2 in order to make
adjustments to individual IBIS IP services independent from other IBIS IP services.

The technical basics as well as the basic services of the IBIS-IP systems are described in the VDV-
301-2.

The VDV 301-2-12 describes the video recording services.
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Abkiirzungen / Abbreviations

CCTvV
CvCu
ERM
GPI
HTTP
H26x
IBIS

IP
RRM
RTP
RTSP
SOA
TCP
UDP

VDV

VDV301
VDV300
VS

Closed Circuit Television (video system)

Central Video Control Unit

Event Recording Mode (alarm/emergency recordings)
General Purpose Input (digital input)

Hyper Text Transfer Protocol

Naming of several types of video codecs

Integriertes Bordinformationssystem/Integrated on-board information system
(on-board communication protocol)

Internet Protcol

Ring Recording Mode (normal ring buffer recordings)
Real Time Protocol

Real Time Streaming Protocol

Server Oriented Architecture

Transmission Control Protocol

User Datagram Protocol

Verband Deutscher Verkehrsunternehmen e. V./Association of German
Transport Companies

IBIS-IP (also IBIS over IP or IBIS-IP) specification
IBIS (analogue) specification

Video stream
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1 Aktuelle Situation und Aufgabenbeschreibung /
Initial Situation and Task Description

1.1 Zweck und Ziel des Dokuments/

Das vorliegende Dokument stellt einen Vorschlag zur Erweiterung der aktuellen Version von IBIS
over IP (IBIS-IP) VDV301 Version 1.0 um Videodienste fir Onboard CCTV Systeme dar. Das
Dokument beschreibt MalRnahmen zur Umsetzung einer Videodienst-Struktur mit drei Diensten,
die zur Realisierung einer Videoschnittstelle innerhalb der IBIS-IP-Struktur genutzt werden.
Zielgruppen sind die VDV301-Expertengruppe des VDV, internationale Normungsorganisationen
und -komitees sowie Entwickler, die Videofunktionen per IBIS-IP implementieren wollen.

Purpose and focus of this document

This document is intended to provide a service proposal for enhancement of the current version of
IBIS over IP (IBIS-IP) VDV301 version 1.0. The document proposes a way to implement a video
service structure containing several small services which can be implemented for realization of a
video interface within IBIS-IP structure. Target group is the VDV301 expert group of VDV,
international standardization organizations/committees as well as developers which plan to
implement video functionalities by use of IBIS-IP.

1.2  Aktuelle Situation

In der IBIS-IP Version 1.0 ist die Fachkomponente "Videoschnittstelle" in den Basisfunktionen
definiert, jedoch nicht spezifiziert (s. Dokument VDV-Schrift 301-1 [1] oder VDV-2 [2]). In der
VDV-Schrift 301-2 wird sie im Kapitel 3.4 Gerateklassen/Fachkomponente
"Videointerface/Videoschnittstelle" definiert.

Die aktuelle Marktlage erfordert eine Erweiterung der aktuellen Version von VDV301 durch die
funktionale Komponente 'Video interface/Videoschnittstelle". Im Folgenden wird diese
Komponente durch Verwendung folgender Schriftart Video-Schnittstelle hervorgehoben.
Hinweis: In Zusammenhang mit einem Videosystem spricht man auch von
"Videolberwachungssystem" oder auch "CCTV".
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Figure 1: Structure of IBIS over IP VDV301 and functional component Video-interface as base function
acc. to [1] chapter 4.3

Die Fachkomponente Videoschnittstelle stellt Funktionalitaten fir die IBIS-IP-basierte
Videodatenkommunikation mit Hilfe von Ethernet IEEE 802.3 bereit. Die Funktionen der
Gesamtkomponente umfassen:

Bereitstellung von Echtzeitinformationen auf verfligbaren Daten- und Videostreams
sowie verfligbaren Komponenten des On-Board VideoSystems.

Steuerung der Videoaufzeichnung: Start/Stopp fiir normale Ringaufzeichnungen und
Ereignis-/Alarmaufzeichnungen

Anforderung von Bild- und Videomaterial von allen Kameras und/oder einzelnen Kameras
des Fahrzeugs

Anzeige eines leeren Bildschirms (schwarzer Bildschirm) bei bestimmten Ereignissen (z.B.:
Uber- oder Unterschreitung einer Geschwindigkeitsgrenze, Stopp an Haltestellen und
weitere Ereignisse)

Bereitstellung von Videodaten einzelner Kameras und vorverarbeiteter Bilddaten auf
Monitoren

Die Anforderungen an die Komponente Videoschnittstelle konnen grundsatzlich durch einen
zentralen Dienst oder diverse spezifische Dienste und deren verwandte Operationen abgedeckt
werden.

Der vorliegende Vorschlag bezieht sich auf die Abdeckung durch mehrere Anwendungsfall-
basierte Dienste, die klar definierte Funktionsgruppen darstellen. Griinde, die fiir diesen Ansatz
sprechen, sind:
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o Die Komplexitat der Aufgabenstellung. Dabei wird beriicksichtigt, dass zahlreiche Videos
und diverse Szenarien aus der realen Welt optimal durch mehrere individuelle Dienste
abgebildet werden kénnen.

e Bericksichtigung unterschiedlicher Technologien (Migration analoger Videotechnik)

o Die Moglichkeit der Trennung von professionellen bildgebenden Datenquellen (z.B.
Kameras, bildgebende Zahlsensoren) und Anzeigegeraten (Datensenken, z.B. Monitore,
Displays)

e Der Ansatz ermoglicht die klare Definition und Verteilung von Funktionsgruppen

e  Minimierung der Implementierungskosten: Entsprechend der Fahrzeugausstattung
(Systemkomponenten und IT-Infrastruktur) und kundenspezifischer Szenarien muss kein
komplexer Dienst implementiert werden, nur die benétigten Einzeldienste.

Hinweise: Die Analyse und Auswertung der aufgezeichneten Videodaten ist nicht Teil der IBIS-IP
On-Board Videodienste. Die Auswertung findet in der Regel im Back-Office und einem
Hintergrund-System bzw. einer Hintergrund-Anwendung statt. Zudem sollte die zentrale
Speicherung von Bild- und Videodaten im Wagen in der Videosteuerung erfolgen.

Im Weiteren wird der Video-Controller (Mobile Digital Video Recorder, MDVR) als zentrale
Central Video Control Unit (CVCU) bezeichnet.

Current Situation

In IBIS-IP Version 1.0 a specialized component "video interface" is already defined in the scope of
basic functions, but not specified (refer to document VDV301-1 Fehler! Verweisquelle konnte
nicht gefunden werden.or VDV-2 Fehler! Verweisquelle konnte nicht gefunden werden.).
VDV301-2 defined under Chapter 3.4 Device Class/functional component
"Videointerface/Videoschnittstelle".

The current situation on market requires the enhancement of existing version of VDV301 through
the functional component “Video interface/Videoschnittstelle”. In the document this component
will be displayed as Video-interface.

Note: In the context of a video system is also the term"Video surveillance system" or “CCTV
system” is used.

The functional component Video-interface is intended to provide functionality for the video data
communication based on IBIS-IP based on Ethernet IEEE 802.3. Functionality of the entire
component shall comprise:

e Provision of real-time information on available data or video streams and available
components of the on-board video system.

e Controlling of video recording devices: Start/stop normal recordings and event/alarm
recordings

e Request images/video data from all cameras and/or certain individual cameras inside the
vehicle

e Blanking of screens (black screen) depending on certain events (e.g. exceeding of a
specific speed level of the vehicle, stop at stations and other events)

e Supply of video displays or monitors with the video data of individual cameras and pre-
processed image data including additional information
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The requirements for the component Video-interface can in principle be covered by a central
service or several specific services and their related operations.

The current proposal refers to the coverage by various use case oriented services that represent
clear defined function groups. Reasons for the decision of this approach are:

e The complexity of the issue taking into account the numerous video and various scenarios
in the real world can be optimally mapped by several individual services

e (Consideration of different technologies (migration of analogue video equipment)

e Possibility of separation between imaging source devices (data sources, e.qg. cameras,
picture based Passenger Counting Sensors) and end devices (data sinks, e.g. Monitors,
Displays)

e The approach allows the clear definition and distribution of functional groups

e Minimization of implementation costs: in accordance with the vehicle equipment (system
components and IT infrastructure) and customer-specific scenarios does not have a
complex service to be implemented, but only of each required service.

Note: The analysis and evaluation of recorded video data is not part of the IBIS-IP video services
within the vehicle (on-board). The evaluation usually takes place in the back-office and a
background system/application (land side). Furthermore, the storage of images and video data at
a central location should be in the car in the video controller.

In this document the video controller (Mobile Digital Video Recorder, MDVR) will be named
Central Video Control Unit (CVCU).

1.3  Ansatz fiir eine IBIS-IP Funktionskomponente Videoschnittstelle

Die Ubertragung von Videodaten {iber IP-Netzwerktechnologie ist problematisch, da groRe
Datenmengen Uber Kandle mit limitierter Durchsatzrate transportiert werden mussen. In der
Regel kommt es dabei zu Datenverlusten. Dabei handelt es sich entweder um den Verlust von
Videodaten oder anderer in der Nutzlast bemerkbarer Daten/Informationen, wenn die
verfligbare Bandbreite durch Videodatenlbertragung beeintrachtigt oder blockiert ist. Siehe
auch VDV3001-Nachricht [3]. Hinzu kommt, dass IP-basierte Netzwerke mit Verzégerungen
(Latenzen) behaftet sind.

In den vergangenen Jahren wurden betrachtliche Summen in die Ausstattung von
Fahrzeugflotten mit Videotechnologie investiert. Die gangigste Technologie am Markt ist analoge
Videotechnik. Die Datenlibertragung zwischen Datenquellen und der CVCU erfolgt hierbei tGber
Koaxialkabel (Single Line). Diese Technologie ist etabliert und bietet gegeniiber IP-basierten
Systemen Vorteile wie niedrige Latenz und garantierte verflighare Bandweite.

Gegenwartig hat sich auch digitale Videotechnik etabliert, die auf Koaxialkabel als Medium
basieren (Single Line). Sie wird in den kommenden Jahren vermehrt in der Automobilindustrie
zum Einsatz kommen und verbindet die Vorziige der Digitaltechnik mit der Analogtechnik (hohe
Aufléosung mit niedriger Latenz). Diese Bildquellen (Kameras) sind keine IP-Netzwerk-
Komponenten und sind direkt an eine zentrale Videosteuerung angebunden (fiir Konfiguration &
Steuerung), die gleichzeitig die Aufgaben eines Aufzeichnungsgerats tbernehmen kann.
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VDV300 enthalt — aus historischen Griinden — keine Spezifikation fiir Videokomponenten. Die
VDV-Nachricht 3001 (s. Kapitel 5.1.7 Migrationsszenarien fur den Fahrzeug-Bus, [3]) listet
Migrationsszenarien auf und geht daher nur auf Peripheriekomponenten ein, die entweder
VDV300- oder IBIS-IP-basiert sind (VDV301). Koaxial-basierte Kameras (analog oder digital)
kénnen einer dieser beiden Gruppen zugeordnet werden. Der Einsatz digitaler, koaxialer
Bildquellen verbessert damit die Migration von vorhandenen Fahrzeuginstallationen auf Basis
einer Einzellinie (koaxial). Dies férdert eine breite Akzeptanz der VDV301 Video-Schnittstelle (inkl.
Der Videodienste) auf dem Markt.

Die Spezifikation der IBIS-IP-Komponente Videoschnittstelle beriicksichtigt sowohl vorhandene
Fahrzeuginfrastrukturen als auch alle Typen von Datenquellen und Datensenken. Die folgenden
Kapitel geben einen entsprechenden Uberblick.

Approach for IBIS-IP functional component Video-interface

The transmission of video data over IP network technology is problematic because large amount
of data has to be transferred via transmission channels with limited throughput rate. It usually
comes to loss of information which make up either in loss of video data or the loss of other
payload data/information when the available bandwidth is limited by video data transmission.
See also VDV3001 message [3]. To make matters worse, IP-based networks conditionally cause
delays.

For equipping of vehicle fleets with video technology considerable sums have been invested in
recent years. The established technology in the market is analogue video technology. The
transmission of video data from cameras to CVCU is realized via coaxial cables (single line
technology). This technology is already established and has towards IP network based systems
advantages in terms of low latency and guarantee of available bandwidth.

At present time, digital camera technology has been established which is also based on single-line
technology (coaxial cable). This combines advantages of analogue and digital technology (e.g.
high resolution and low latency). This Digital Video technology will be used in the coming years to
an increasing extent in the automotive sector and. These image sources (cameras) are not IP
network components and are directly connected to a CVCU.

VDV300 includes - for historical reasons - no specification of video components. The VDV message
3001 (see section 5.1.7 Migration Scenarios for the vehicle bus, [3]) list migration scenarios
therefore also take into account only peripheral components that are either based on VDV300 or
IBIS-IP (VDV301). Coaxial-based cameras (analog or digital), can be assigned to any of these two
groups. The use of digital, coax-based picture sources improve the migration of existing vehicle
installations based on single-line technology (coaxial). This promotes a broad acceptance of the
VDV301 video interface (incl. the video services) in the market.

The specification of IBIS-IP component Video-interface considers existing communication

infrastructures as well as all types of data sources and data sinks. The following chapters present
an overview.
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1.3.1 Typen von Datenquellen

Priméare Datenquellen sind Videokameras als Peripheriekomponenten, die Bild-/Videomaterial
erfassen und anderen Komponenten und/oder Subsystemen zur Verfligung stellen. Die
nachfolgende Tabelle zeigt unterschiedliche Typen von Bildquellen, kategorisiert nach
Ubertragungstechnologie, Leistung, Verkabelung und weiteren Parametern:

Datenquellen

Vorteile / Pro

Nachteile / Contra

Typ 1:
Digitale Netzwerkkameras
(Netzwerkkabel)

Hohe Auflésung und Qualitat,
intelligente Komponente mit
ausreichend Leistung fur
Bildverarbeitung, kann in bestehende
Fahrzeuginfrastruktur integriert
werden, kosteneffizient bei PoE-
Stromversorgung (Datenlibertragung
und Stromversorgung lber ein Kabel).

Hohe Latenz, hohe Kosten, Fehler,
schlechte RAMS/LCC-Werte in Bezug
auf das gesamte CCTV-System,
bendotigt spezifische Firmware,
zusatzliche Servicekosten, GroRe im
Vergleich zu Analog-/Digitalkameras,
bendotigt kostenintensive Netzwerk-
Switche (bei Stromversorgung Gber
Ethernet (PoE) zusatzliche Kosten)

Typ 2:

Analoge Kameras
(Single-Line, Koaxialkabel)

Niedrige Latenz, keine negativen
Auswirkungen auf verfligbaren
Datendurchsatz durch Videodaten,
fehlerresistent, keine “Standbilder”,
kosteneffizient, gute RAMS/LCC-
Werte, weitgehend wartungsfrei

Niedrige Auflésung/Qualitat; in
Verbindung mit IP-Netzwerk treten
Einschrankungen/Verlust von QoS-
Merkmalen auf (abhéngig von
Infrastruktur)

Typ 3:

Digitale Kameras
(Single-Line, Koaxialkabel)

Hohe Auflosung und Qualitat,
niedrige Latenz, Entkopplung der
Videodaten vom Netzwerk, Quality of
Service (Riickspiegelkamera zu CVCU),
kostenglinstig, fehlerresistent, gute
RAMS/LCC-Bilanz, beinahe
wartungsfrei, keine “Standbilder”

in Verbindung mit IP-Netzwerk treten
Einschrankungen/Verlust von QoS-
Merkmalen auf (abhéngig von
Infrastruktur)

Tabelle 1: Typen von Datenquellen (Kameras)

Die digitale Technologie (Typ 3) auf Koaxial-Basis ist besonders fiir Anwendungen relevant, in
denen hohe Bildqualitat, minimale Latenz und hohe Auflésung gefordert ist. Das trifft vor allem
auf elektronische Riickspiegelsysteme zu, bei denen die Bilddaten der AuRenkameras ohne
Verzogerung/Storungen und in hoher Qualitat auf die Fahrermonitore Gibertragen mussen.
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Type of data sources

Primary data sources are video cameras as peripheral components that capture and deploy the
image/video data to other components and/or sub-systems. The following table categorizes
several types of image sources based on the transmission technology, performance, cabling and

other parameters:
Data sources Advantages Disadvantages
High resolution and quality, intelligent | High latency, high costs, errors,
component with performance for adverse RAMS/LCC values in scope of
Type 1: image processing, can be integrated entire CCTV system, requires specific

Digital network cameras

into existing vehicles infrastructure,

firmware , additional service costs,

(network cable) cost efficient in case of PoE power large dimensions in comparison to
supply (data communication and analogue/digital cameras, requires
power supply via one cable). expensive Switches (in case of power

over Ethernet additional costs for PoE
switches)
Low latency, no negative effects on Low resolution/quality, when coupled
available data throughput by video to IP network limitations /loss of QoS
Type 2: data, robust against errors, no “freeze | characteristics (depending on

Analogue cameras
(single-line, Coax cable)

pictures”, cost efficient, good
RAMS/LCC values, almost
maintenance free

infrastructure)

Type 3:

Digital cameras
(single-line, Coax cable)

High resolution/quality, low latency,
decoupling of the video data from the
network Quality of Service (rearview
camera to CVCU), inexpensive, robust
against errors, good RAMS /LCC
balance, almost maintenance free, ,no
“freeze pictures”

when coupled to IP network
limitations /loss of QoS characteristics
(depending on infrastructure)

Table 1: Types of data sources (cameras)

Digital technology (type 3) based on coaxial cables is of particular importance for automotive
applications, where high image quality, a minimum network latency and high resolution is
required. This particularly applies to electronic rear view mirror systems, in which the image data
of the outdoor cameras must be provided on the driver monitors without time delay and in high

quality.
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1.3.2

Typen von Datensenken / Types of data sinks

Videodaten werden fir Aufzeichnungen, fiir die Wiedergabe auf Monitoren (z.B.: fiir Service-
/Zugpersonal), die Weiterverarbeitung innerhalb des Fahrzeugs oder zur Echtzeit
Dateniibertragung zu Video Anwendungen im Back-Office bendtigt. Diese werden als
Datensenken bezeichnet und lassen sich wie folgt kategorisieren:

Datensenken Anwendungs- | Beschreibung
bereich
Typ A: On-board Die Aufzeichnung von Videodaten erfolgt in der Regel
Aufzeichnung von durch eine On-board Gerat mit Aufzeichnungsfunktion
Videodaten/ Bildern (CVCU oder andere separate Speichereinheit, etwa ein
Netzwerkspeicher [NAS]).
Aufzeichnungsfunktion wird durch den
VideoRecordingService abgedeckt.
Typ B: On-board Videodaten werden auf Monitoren (IP-basiert) mit

Darstellung von
Videodaten/Bildern
Monitoren &

unterschiedlich hoher Auflésung, Parametern und

Designs dargestellt (Anzeige: Einzel-, Doppel-, Mehr-
fachansicht). Dazu ist es nétig, die unterschiedlichen
Merkmale der Ausgabegerate zu beriicksichtigen (in

Displays Bezug auf Auflésung, Videoschnittstelle, SchwarzweiRk-

oder Farbmodus, Kodierung/Decodierung, etc.)

Die bendtigte Information wird durch den

VideolLiveService bereitgestellt.

Die Anzeigefunktion wird durch den VideoDisplayService

bereitgestellt.
Typ C: Aullerhalb des | Videodaten werden Uber eine drahtlose Schnittstelle
Ubertragung von Fahrzeugs zwischen Fahrzeug (on-board) und einer Instanz aulRer-
Videodaten-/Bildern Uber halb des Fahrzeugs (off-board, wie etwa Haltestellen,
2ur Bearbeitung/ Kommunika- Back-Office etc.) bereitgestellt. Die Definition einer ge-
Darstellung/ tions- eigneten Schnittstelle ist nicht Teil der Spezifikation im
Aufzeichnung schnittstelle Kontext von IP-IBIS VDV301.
auRerhalb des zwischen Der vorliegende Vorschlag berticksichtigt die Bereitstell-
Fahrzeugs. Hierbei Fahrzeug und | yng insofern als die Ubertragung von Videostreams iiber
kann es sich um eine | B3ck-Office das offentliche Netz (Internet) durch entsprechende
Steuerzentrale, das (drahtlose Adressierung/Ansichten erfolgt. Die erforderliche
Back-Office, einen Kommunika- | steuerung der 6ffentlichen IP-Adressen der Fahrzeuge
Server oder eine tion tber (als Voraussetzung fiir deren Erreichbarkeit im 6ffent-
andere Instanz mobiles lichen Wide Area Network WAN) ist nicht Teil dieses
handeln. 3G/4G/LTE Vorschlags.

und/oder Die bendtigte Information wird durch den
WLAN) VideolLiveService bereitgestellt.

Typ D: On-board Wie Typ B, mit dem Unterschied, dass die Anzeige der

Anzeige auf analogen
(nicht-IP-basierten)
Monitoren/Displays
im Fahrzeug

Videodaten auf Geraten erfolgt, die Gber keine IP-
Netzwerkschnittstellen-Funktion verfiigen (DVI, analog
koaxial, usw.)

Tabelle 2: Typen von Datensenken (Monitore, Displays usw.)
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Das folgende Diagramm illustriert den oben beschriebenen Ansatz, inklusive aller Typen von
Datenquellen- und Datensenken und zeigt die Funktionen der CVCU als Anwendungshost. Der
Ansatz bietet den Vorteil, dass alle Datenquellen- und senken wahlfrei miteinander kombiniert
werden kdnnen. Damit ist die Migration bestehender Installationen moglich.

— Datensenke Typ A
Datensenke Typ D
Datens;nk_e Typ B (nicht IP-basiert),
(IP-basiert) iiber DVI, koaxial etc.
Datensenke Typ C
Datensenken
Video OUT Video OUT Datenquelle Typ 1
IBIS IP (VDV301) | [
Fahrzeugarchitektur Zentrale Videosteuereinheit
(cvev) Datenquelle Typ 2
Anwendungshost
Konfiguration
Datenspeicher Video IN
Kodierung, OSD- Datenquelle Typ 3
TexteVorverarbeitung

Abbildung 2: Basiskonzept — IBIS-IP Video: Datenquellen, Datensenken und CVCU als Anwendungshost
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Types of data sinks

Video data will be used for recording, for output on monitors (e. g. for service/train staff), further
processing inside the vehicle or for live date transmission to a video monitoring application
system in the Back-Office. These data sinks and can be typified as:

Data sinks scope description

Recording of video material is usually done by an
Type A: Inside vehicle on-board unit with recording function (which
Recor d;'ng of video may be the CVCU or another separate storage
data/images unit, for example a Network Attached Storage

NAS).

Recording functionality will be covered by

VideoRecordingService

Video images data will be displayed on monitors
Type B: Inside vehicle (IP-based) with different resolutions, parameters

Presentation of video
data/images on
monitors/displays inside the
vehicle (on-board)

and designs (views: Single, Dual, Multi-Views).
For this purpose, taking into account the
different characteristics of the output devices is
required (in resolution, video interface, mode
black/white or color, encoding/decoding, etc.)

The required information will be provided by the
VideoliveService

The functionality of display will be provided by
VideoDisplayService.

Type C:

Transmission of video data/
images for processing/
presentation/recording
outside the vehicle. This can
be a control center, Back-
Office, Server or another
instance.

Outside vehicle
via
communication
interface
between
vehicle and
Back-Office
(wireless
communication
via mobile
3G/4G/LTE
and/or WLAN)

Video data will be provided via wireless interface
between vehicle (on-board) and an instance
outside the vehicle (off-board, e.g. stations,
Back-Office etc.). The definition of a suitable
interface is not part of the specification in
context of IP-1BIS VDV301.

The present proposal takes into account the
provision in the sense that a transmission of
video streams over the public network (Internet)
can be carried out by appropriate addressing
/views. The necessary management of public IP
addresses of the vehicles (as a condition for their
accessibility on the public Wide Area Network
WAN) is not part of this proposal.

The required information will be provided by the
VideolLiveService

Type D:

Display on analogue (non-
IP) monitors/displays inside
the vehicle

Inside vehicle

Like type B, showing the video data is, however,
on devices that do not have an IP network
interface feature (DVI, analogue coaxial, etc.)

Table 2: Types of data sinks (monitors, displays etc.)
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The following diagram illustrates the approach, including the types of data sources/data sinks
and provides the functionality of the CVCU as application host. The approach has the advantage

that all types of data sources and sinks can be combined. This ensures also the migration of
existing vehicle installations.

Data sink type A

Data sink type B Data sink type D
(IP-basiert) (non IP-based),
via DVI, coaxial etc.

Data sink type C

data sinks
Video OUT Video OUT Data source type 1
Central Video
IBIS IP (VDV301) Control Unit (CVCU) Data source type 1
vehicle architecture Application host

Configuration
Data storage .

Video IN

Conding, OSD text Data source type 1

Pre- Processing

Figure 2: Base concept — IBIS-IP Video: data sources, data sinks and CVCU as application host
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133

Dienste und Applikationen

IBIS-IP VDV301 basiert auf einer serviceorientierten Architektur (SOA) mit Diensten und
Anwendungen. Die Definition von Videoschnittstelle bericksichtigt folgende Anforderungen:

Nutzer und Entwickler sollen schnell und einfach IBIS-IP-Videofunktionalitdten umsetzen
konnen

Die Videofunktionalitdten sollen eine weite Bandbreite von Nutzerszenarien abdecken

Die Videofunktionalitaten sollen mit allen Typen von Datenquellen- und Datensenken
genutzt werden kdnnen

Die Videodienste sollen skalierbar und durch weitere Funktionen erweiterbar sein

Die Videodienste sollen die Anwendung Einzelfunktionen ermdglichen, die auf spezielle
Aufgaben ausgerichtet sind (Aufzeichnung, Anzeige etc.)

Bereitstellung von Funktionen mit minimaler Komplexitat

Folglich ist ein Ansatz mit mehreren kleinen Diensten sinnvoll, die speziell fir den
Verwendungszweck und Nutzerszenarien definiert sind:

Aufzeichnung von Videomaterial von Bildquellen (Kameras als Bildquellen)
Anzeige von Videobildern einer einzelnen Kamera
Anzeige einer Kombination von Videobildern mehrerer Kameras in einer Ansicht

Anzeige von Videobildern einer oder mehrerer Kameras in einer spezifischen Reihenfolge
in Zusammenhang mit spezifischen Situationen wahrend des Betriebs (z.B.: Fahrzeug in
Bewegung, Fahrzeug hilt, Fahrzeug fahrt rickwarts usw.)

Anzeige von Videobildern in Kombination mit mehreren textbasierten
Systeminformationen (Kamerafehler, Datum/Uhrzeit usw.)

Die Anwendungen werden durch On-board Systeme implementiert. Dabei kann es sich um
Monitore/Displays, eine Videoaufzeichnungseinheit oder eine Datenlibertragungseinheit
handeln, welche die Daten fiir eine weitere Verarbeitung bereitstellen. Die Einbindung aller
Datenquelltypen (Typ 1, 2, 3) erfordert die (Re-)Kodierung von Videosignalen-/daten und deren
Bereitstellung innerhalb der IBIS-IP-Infrastruktur (Bereitstellung der Typ-2- und Typ-3-Videodaten
im IP-Netzwerk durch Re-Kodierung durch eine Anwendung).
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Services and Applications
IBIS-IP VDV301 is based on a Service Oriented Architecture (SOA) with Services and Applications.
The definition of Video-interface considers the following requirements:

e Users and developers shall be enabled an implementation of IBIS-IP video functionalities

quickly and easily

e The video functionalities shall be cover a wide range of user scenarios

e The video funtionalities shall be usable with all type of data sources and data sinks

e The video service(s) shall be scalable and expandable by future functions

e The video functionalities shall provide a set of functions which are focused on specific
tasks focused on specific tasks (recording, display etc.)

e Provision of a set of functionalities with minimum complexity

e Asresultitis recommended to prefer the approach of several small services with
operations which are specifically defined for the intended purposes and user scenarios:

e Recording of video source materials from picture sources (cameras as image sources)
e Display of video images of a single camera
e Display of a combination of video images from several cameras in one view

e Display of video images from one or more cameras in a specific sequence in relation to
specific situation while vehicle service (e.g. vehicle is driving, vehicle stops, vehicle is
driving backwards etc.)

e Display of video images with combination of several text based system information
(errors of cameras, date/time etc.)

The applications will be implemented by on-board units. That may be a monitor/display, a video
recording unit or a data transmission unit which provide the video data for further use. The
involvement of all types of data sources (types 1, 2, 3) requires the (re)coding of video signals /
data and making them available as part of the IBIS-IP infrastructure (providing the video data of
type 2 and type 3 on the IP network by recoding of an application).
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1.4 Anforderungen an eine effiziente Fachkomponente

Eine IBIS-IP-Videoschnittstelle muss drei wesentliche Komponenten umfassen:

1.) Einen Dienst fiir die Bereitstellung benétigter Informationen der verfiigbaren Videostreams
im IBIS-IP-System, um Daten abzuholen und Bilder darzustellen. Die Informationen umfassen:

 Informationen iiber Adressierung von Datenquellen (IP-Adressen)

» Auflésung und Format der Videobilder (Héhe, Breite)

e Bildrate des Videostreams

e Qualitdt der Bilddaten/Videostreams

e Kompressionsverfahren

* Information (iber Modifizierung der Videobilder (gedreht, gespiegelt, um 180° gedreht, etc.)
e Durch Anwendungen vorverarbeitete und/oder verarbeitete Videostreams

e Falls nétig, weitere Informationen (GPS, Datum/Uhrzeit, Linie etc.)

2.) Dienste mit Funktionen zur Steuerung von Aufzeichnungen

Die unter 1.) aufgelisteten Informationen werden von Anwendungen und anderen Diensten fiir
Anfragen zu Videostreams und deren Verarbeitung fiir spezielle Zwecke genutzt. Diese umfassen
grundlegende Funktionen und Vorverarbeitung:

e Start und Stopp von Aufzeichnungen

e Anderung des Aufnahmemodus von "Ring Recording Mode RRM" (Ringaufzeichnung)
auf "Event Recording Mode ERM" (Ereignisaufzeichnung) und zuriick

e Frgdnzung von verarbeiteten und aufgezeichneten Videobildern mit zusdtzlichen
Informationen, Ansichten (Einzel-, Mehrfachansicht) und/oder Sequenzen von Ansichten

e Wenn nétig: Playback-Funktionen fiir die Wiedergabe aufgezeichneter Sequenzen im
Fahrzeug und Bereitstellung von aufgezeichnetem Videomaterial fiir die Ubertragung zum
Back-Office (iber eine Drahtlosschnittstelle (WLAN, mobile LTE-Kommunikation)

e Anzeige und/oder Weiterleitung von Videodaten

e Umsetzung der Ubertragungslogik der Videodaten auf Basis der Steuerung von
Fahrzeugsignalen (Triggersignale (iber Netzwerk oder digitale Inputs der digitalen
Steuereinheit (z.B. Geschwindigkeitssignal, "Tiir gedffnet/zu"-Signale und andere).
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3.) Zentrale Video-Steuereinheit (CVCU) mit Businesslogik und Anwendungen

In komplexen Szenarien werden die Videoeinheiten durch Fahrzeugsignale und/oder
Nutzerinteraktion kontrolliert. Die Zentrale Video-Steuereinheit (CVCU) iibernimmt die Kontrolle
liber das Videosystem, inklusive der Businesslogik. Die Einheit nutzt Signale und Informationen
aus Fahrzeugschnittstellen (festverdrahtete Signale) und/oder aus dem Netzwerk gezogene
Informationen (IBIS-IP-Dienste).

Die Businesslogik wird in der CVCU umgesetzt, die gleichzeitig der Host fiir andere
Anwendung(en) ist. Damit iibernimmt die CVCU folgende Aufgaben:

Konfiguration der Kameras (Datenquellen) und Konfiguration der Videosteuerung
Kodierung von Videodaten, um sie im IP-Netzwerk zur Verfiigung zu stellen

Vorverarbeitung von Videostreams (drehen / um 180° drehen, Zusammenfiihrung diverser
Sequenzen von Videostreams und mehrerer Ansichten)

Konfiguration der Archive fiir Aufzeichnungen (besonders fiir die Aufnahmemodi
Ringpuffer-Aufzeichnung (normal, Ring Recording Mode RRM) und Event Recording
Mode (ERM)

Konfiguration von allgemeinem Verhalten, in Abhdngigkeit von spezifischen Situationen
und Anwendunagsfdllen (z.B. Nachlaufzeiten fiir Aufzeichnung im RRM- oder ERM-Modus)

Weitere Vorverarbeitung von Videodaten zur Anzeige auf Datensenken (etc.)
Bereitstellung weiterer Informationen (Bildschirmanzeige)
Anzeige und/oder Weiterleitung von Videodaten

Umsetzung der Ubertragungslogik der Videodaten auf Basis der Steuerung von
Fahrzeugsignalen (Triggersignale (iber Netzwerk oder digitale Inputs der digitalen
Steuereinheit (z.B. Geschwindigkeitssignal, "Tiir geéffnet/zu"-Signale und andere).

PLAYBACK-Funktionen sind nicht Teil des vorliegenden Vorschlags. Diese Funktionen
werden in einem separaten VideoService aufgenommen.
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Requirements for an efficient functional component

An IBIS-IP video interface must include three essential components:

1.) A service for providing necessary information of available video streams in the IBIS-IP
system to fetch the data and display the pictures. The information comprises:

e Information on the addressing of data sources (IP addresses)

e resolution and format of the video image (height, width)

e frame rate of the video stream

¢ Quality of images

e Compression method

¢ Modification information about the video image (rotated, mirrored, flipped, etc.)
* Through Applications preprocessed and / or processed video streams

* If necessary, additional information (GPS, date/time, line etc.)

2.) Services with operations for management of recording

The information provided by 1.) will be used by applications or other services for requests for
video streams and their processing for specific purposes. These include basic operations and pre-
processing:

e Starting and stopping recordings

e Change the recording mode from "Ring Recording Mode RRM" to "Event Recording
Mode ERM" and back

e Providing processed and recorded video images with additional information, views
(Single, Multi View) and/or sequences of Views

e If required — playback functions for playback of recorded sequences inside the vehicle
and provision of recorded video footage for transmission to back-office via wireless
interface (WLAN, mobile communication LTE)

e Display and/or forwarding of video data

e Implementation of the logic for processing the video data based on control over
vehicle signals (trigger signals via network or via digital inputs of digital control unit
(e.g. speed signal, door open/close signals and other).
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3.) Central Video Control Unit (CVCU) with business logic and applications

In complex scenarios, the video units are controlled by vehicle signals and/or user interaction.
The central video control unit (CVCU) assumes the control of the video system, including the
business logic. The unit uses signals and information from vehicle interfaces (hard wired signals)
and/or information taken from network (IBIS-IP Services).

The business logic is implemented in the CVCU, which is also the host for other application(s),
thus the CVCU performs the following tasks:

Configuration of the cameras (data sources) and configuration of the video controller
Encoding of video data for making available on the IP network

Pre-processing of video streams (Rotate/Flip, assembling various sequences of video
streams and several views)

Configuration of the archives for recording (especially for recording modes ring buffer
recording (normal, Ring Recording Mode RRM) as well as Event Recording Mode
(ERM)

Configuration of general behavior depending on specific situations and use cases (e.g.
follow-up times for recording in modes RRM and ERM

Other pre-processing of the video data for display on data sinks (etc.)
Enrichment with additional information (On Screen Display)
Display and/or forwarding of video data

Implementation of the logic for processing the video data based on control over
vehicle signals (trigger signals via network or via digital inputs of digital control unit
(e.g. speed signal, door open/close signals and other).

[ ]
S

PLAYBACK functionalities are not in scope of this service proposal. Such functions
shall be bundled as separate VideoService proposal.
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1.5 Definition von Funktionsgruppen innerhalb der Komponente

Videoschnittstelle

Die Komponente Videoschnittstelle umfasst folgende Funktionsgruppen:

Funktionsgruppen

Beschreibung

REALTIME (ECHTZEIT) Quellen
Informationen

Umsetzung durch:
VideoliveService

Dieser Dienst stellt alle bendétigten Informationen tber
verfligbare Videostreams/Videoquellen (Kameras) innerhalb
der vorhandenen IBIS-IP Fahrzeugarchitektur zur Verfligung.
Die Informationsanfragen kdnnen entweder direkt an
Netzwerkkameras oder die CVCU gesendet werden.

RECORDING (AUFZEICHNUNG)

Umsetzung durch:
VideoRecordingService

Dieser Dienst kann die Aufzeichnung von Videodaten der
verfligbaren Videoquellen durch die Nutzung mittels durch
den Dienst VideolLiveService bereitgestellten Informationen
starten und beenden.

Der Dienst unterstiitzt diverse Aufzeichnungsmodi: “normale
Aufzeichnung” fir die Aufzeichnung in Ringpuffer-Archive
und “Ereignis-/Alarmaufzeichnung” fir die Aufzeichnung in
kritischen Situationen in spezielle Alarm-Archive. Die
Aufnahme wird dabei in Archiven gespeichert, die gegen
automatisches Uberschreiben geschiitzt sind.

Der Dienst ermdglicht den Wechsel zwischen
Aufzeichnungsmodi und die Abfrage des aktuellen
Aufzeichnungsmodus. Zudem bietet der Dienst Informationen
Gber den aktuellen Aufzeichnungsmodus.

DISPLAY (ANZEIGE)

Umsetzung durch:
VideoDisplayService

Dieser Dienst wird fiir Darstellungszwecke genutzt, um
Videobilder von Kameras auf einem oder mehreren
Monitore(n)/Display(s) anzuzeigen.

Mit Hilfe dieses Dienstes konnen Videostreams mehrerer
Fahrzeugkameras in einer spezifischen Ansicht
zusammengefiihrt werden (z.B. Einzelansicht, Zweifach- oder
Vierfachansicht, gleichzeitige Anzeige von Videobildern von
vier Kameras in einer 2x2-Matrix (geteilter Bildschirm) oder
Zweifachansicht (gleichzeitige Anzeige von Videobildern von
zwei Kameras in einer 1x2-Matrix (geteilter Bildschirm).

Zudem unterstitzt der Dienst die Definition von Sequenzen
mehrerer Anzeigeoptionen. Die zusammengefiihrte Ansicht
kann durch eine Videosteuerung mit Hilfe des
VideoRecordingService aufgezeichnet werden.

Tabelle 3: Funktionsgruppen der Komponente IBIS-IP-Videoschnittstelle
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Definition of functional groups within component Video-interface

The component Video-interface covers the following functional groups:

Functional groups

Description

REALTIME Source Information

Realization by:

This service provides all required information about available
video streams/video sources (cameras) within the existing
IBIS IP vehicle architecture. The requests for information can

VideoliveService either be sent directly to network cameras or CVCU.
This service can start and stop recording of video data of
available video sources by use of the information provided by
RECORDING service VideoliveService.

Realization by:
VideoRecordingService

The service supports several modes for recording: “normal
record” for recording in ring buffer archives and
“Event/Alarm record” for recording in critical situations. The
recordings will be stored in archives which are protected
against automatic overwriting.

The service allows the switching of modes and the
interrogation of the current recording mode. Furthermore
the service provides information regarding the current
recording mode.

DISPLAY

Realization by:
VideoDisplayService

This service will be used for representation purposes to
display video images from cameras on one or more
monitors/displays.

By this service the video streams of several vehicle cameras
can be merged to one specific view (e.g. single view, dual or
guad view, simultaneous display of the video images from 4
cameras in a 2 x 2 matrix (split screen) or Dual-View
(simultaneous display of video images from two cameras in a
1 x 2 matrix (split screen).

Furthermore the service supports the definition of sequences
of several views. The merged views can be recorded by a
video controller by use of VideoRecording Service.

Table 3: Functional groups of a component IBIS-IP Video-Interface
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1.6

Anwendungsszenarien

Die folgenden Anwendungsszenarien werden durch die drei Videodienste mit Hilfe von
Fahrzeugsignalen abgedeckt (das Signal kann in Abhangigkeit der IT-Infrastruktur des Fahrzeugs

als festverdrahtetes Signal oder liber ein Netzwerk bereitgestellt werden):

ID Anwendungsfall Triggersignal Abgedeckt durch
VideoRecordingService
UC_001 | Videodaten einer oder mehrerer | Ziindsignal oder Boot- (Far die Beschaffung
Kameras werden fir Up-/Shut-Down-Signal der bendétigten
Dokumentationszwecke des Fahrzeugs Informationen von
aufgezeichnet (Aufzeichnung im Datenquellen wird
"normal"-Modus) VideoliveService
verwendet)
VideoRecordingService
UC_002 | Wechsel des Alarmtrigger/-schalter (Far die Beschaffung
Aufzeichnungsmodus von durch Fahrer oder der bendétigten
"normal" zu "Ereignis-/ Fahrgast betatigt oder Informationen von
Alarmaufzeichnung" durch anderen Impuls Datenquellen wird
ausgelost VideoliveService
Automatisches verwendet)
Zurickschalten von
"Ereignis-/
Alarmaufzeichnung" zu
"normal" nach
festgelegtem
Zeitfenster kann bei der
Konfiguration der CVCU
eingestellt werden.
VideoDisplayService
UC_003 | Anzeige von Videodaten einer | Ziindsignal oder Boot- (Far die Beschaffung
oder mehrerer  bordeigener | Up-/Shut-Down-Signal der bendétigten
Kameras (z.B. auf Fahrermonitor) | des Fahrzeugs, Informationen von
sowie zusatzlicher Informationen | Triggersignal fur Datenquellen wird
auf Bildschirmanzeige | Umschaltung (z.B. VideoliveService
(Einblendung von Text auf Bildern | Turkontakt, verwendet)
einer Kamera und/oder mehreren | Geschwindigkeitssignal,
Kamerabildern auf einem | Aktiv-Signal des
Bildschirm) Fahrerstandes,
Alarmschalter oder
andere)
VideoDisplayService
UC_004 | Ubertragung von Videodaten Triggersignal fiir Um- (Far die Beschaffung

(Streaming) vom Fahrzeug zur
Back-Office-Anwendung (z.B.
Steuerzentrale) bei spezifischen
Ereignissen und/oder Alarmen

schaltung (z.B. Tlrkon-
takt, Geschwindigkeits-
signal, manueller
Taster/Schalter, Alarm-
schalter oder andere)

der bendétigten
Informationen von
Datenquellen wird
VideolLiveService
verwendet)
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UC_005

Das Fahrzeug steht, ist auller
Betrieb und die Zlindung oder das
Boot-Up-/Shut-Down-Signal ist
ausgeschaltet. Aufgrund der
Sicherheitsvorschriften/-
beschriankungen des Betreibers
soll das CCTV-System Bilder von
allen Kameras in einem
festgelegten Zeitrahmen nach
dem Abstellen des Fahrzeugs
weiter aufzeichnen
(“Nachlaufzeit”).

Zindsignal oder Boot-
Up-/Shut-Down-Signal
des Fahrzeugs

VideoRecordingService

UC_006

Im Notfall stoppt der Fahrer das
Fahrzeug und muss es verlassen.
Er startet den
Aufzeichnungsmodus ERM,
indem er den Alarmknopf
betatigt, das Ziind-, Boot-Up- und
Shut-Down-Signal ausschaltet,
den Schlissel herauszieht und
das Fahrzeug verlasst. In diesem
Fall muss sichergestellt werden,
dass sich das CCTV-System nicht
herunterfahrt. Die CVCU wechselt
vom RRM- zum ERM-Modus und
muss die Aufzeichnung im ERM-
Modus in einem festgelegten
Zeitrahmen nach dem
Alarmsignal (der
Notfallknopfbetéatigung)
weiterflhren.

Zlindsignal oder Boot-
Up-/Shut-Down-Signal
des Fahrzeugs, Notfall-
Taster/Schalter

VideoRecordingService

uC_007

Im reguldren Betrieb stoppt der
Fahrer die Aufzeichnungsfunktion
flr eine Pause. Aus Datenschutz-
und Datensicherheitsgriinden
muss das System mit Betatigung
des "Pause"-Knopfes die
Aufzeichnung stoppen. Der Knopf
befindet sich in der Fahrerkabine
und ist an eine Allzweckeingabe
(General Purpose Input, GPI) der
CVCU angebunden. Wahrend der
Pause wird das Fahrzeug
ausgeschaltet (Zindsignal oder
Boot-Up-/Shut-Down-Signal ist
aus), der Schlissel befindet sich
weiterhin im Fahrzeug

Zlindsignal oder Boot-
Up-/Shut-Down-Signal
des Fahrzeugs, “Pause”-
Taster/Schalter

VideoRecordingService
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UC_008 | Als Betreiber muss ich Das IBIS-IP-System ist Schnittstelle zwischen
sicherstellen, dass alle die primare Steuerungs- | IBIS-IP und CVCU.
bordeigenen Systeme (inkl. CCTV- mstan; fir alle Modl der Teil der CVCU-
System) vom zentralen IBIS-IP- Aufzeichnung. Die Kon- Konfiguration/
System und dessen Diensten figuration des Parame- Anwendung
gesteuert werden ters StartStopMode (Schnittstelle zwischen
(SystemManagementService). Es | muss auf “=IBIS-IP” in IBIS-IP-Protokoll und
missen keine spezifischen der CVCU-Anwendung/- Hardwaresystem)
Regeln/Bestimmungen fiir Konfiguration
Datenschutz-/-sicherheit in eingestellt werden
meinem Umfeld/Betatigungsfeld | (priméare Steuerung
befolgt werden. Uber IBIS-IP-Dienste). !

UC_009 | Als Betreiber unterstehe ich Die CVCU ist die primare | Schnittstelle zwischen
allgemeinen und/oder unterneh- | Steuerungsinstanz fir IBIS-IP und CVCU.
mensspez-l.flschen Regeln/Bgstlm— alle Mo<;h der A.ufzelc.h- Teil der CVCU-
mungen flr Datenschutz-/-sicher- | nung. Die Konfiguration Konfiguration/Anwend
heit. Fir die Umsetzung muss ich | des Parameters ung
sicherstellen, dass spezifische StartStopMode muss . .
Anforderungen erfullt sind und auf “=CVCU” in der (Schnittstelle zwischen

IBIS-IP-Protokoll und
das CCTV-/Videoliberwachungs- CVCU-Anwendung/- Hardwaresystem)
system vom zentralen IBIS-IP- Konfiguration
System (und dessen Diensten) eingestellt werden
gesteuert wird, sowie von meinen | (primare Steuerung
eigenen, detaillierten Uiber CVCU-Paramater).?
Konfigurationseinstellungen.

UC_010 | In bestimmten Situationen (War- | Das Erzwingen eines VideoRecordingService
tung, Montage/Inbetriebnahme/ | Stopps aller Aufzeich-

Test) kann es erforderlich wer- nungsvorgange sollte

den, den Stopp aller laufenden nur durch einen festver-
Aufzeichnungen der CVCU zu drahteten “Wartungs-

erzwingen, ohne Riicksichtnahme | knopf” ausgeldst wer-

auf interne den, der zu Wartungs-

Einstellungen/Parameter zwecken innerhalb des

(StartStopMode). Fahrzeugs aktiviert wird

UC_011 | In bestimmten Situationen kann Triggersignal kann ein VideoRecordingService

es erforderlich werden, die Auf-
zeichnungen zu pausieren (nor-
male Aufzeichnung im RRM-Mo-
dus). Nach einer festgelegten
Zeitspanne (welche eingestellt
werden kann) soll die CVCU die
Aufzeichnung automatisch, ohne
manuelles Zutun des Personals
(Wartungspersonal, Fahrer), wie-
der aufnehmen (RRM-Modus).

externer, festverdrah-
teter “PAUSE”-Knopf
sein, der mit einem
Digitaleingang an die
CVCU angebunden ist,
und/oder eine andere
IBIS-IP-On-Board-Einheit
sowie eine Softwarean-
wendung.

Tabelle 4: CCTV-Anwendungen — Anwendungsszenarien

! Diese Einstellung muss in die Business-Logik/Anwendung/Konfiguration der CVCU Gibernommen werden.

2 Diese Einstellung muss in die Business-Logik/Anwendung/Konfiguration der CVCU tibernommen werden.
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Use Cases

The following uses case will be covered by the three video related services by support of several
vehicle signals (the signal can be provided as hard wired signal or via network, it depends on the
IT infrastructure of the vehicle):

ID Use case Trigger signal Covered by service
VideoRecordingService
UC_001 | Video data from one or more Ignition or boot (VideolLiveService is
cameras will be recorded for up/shut down signal of | used for geeting
documentation purposes (recording | vehicle required information
in normal mode) from data source)
VideoRecordingService
UC_002 | Switching recording mode from Alarm trigger/switch (VideoLiveService is
“normal recording” into pushed by driver, used for geting
“event/alarm recording” passenger or initiated | required information
by another trigger from data source)
Switching back from
“event/alarm into
recording” “normal
recording”
automatically after a
specific time period
which can be set in the
configuration of CVCU.
Ignition or boot VideoDisplayService
UC_003 | Display of video data of one or up/: S_hUt d(.an Sanal of (VideolLiveService is
. . vehicle, trigger signal :
more cameras inside the vehicles v used for geeting
. . . . for switching (e.qg. S .
(e.g. on driver monitor) including required information
" . . door contacts, speed
additional information on OnScreen | . L from data source)
. . signal, active signal of
Display (Text overlay on pictures of ] .
driver cabin, alarm
one camera and/or on several
. button or other)
camera pictures on one screen)
Trigger signal for VideoDisplayService
UC_004 | Transmission of video data switching (e.g. dqor (VideoLiveService is
. . contacts, speed signal, .
(streaming) from vehicle to Back- . ) used for geeting
. S driver switch, alarm ; . .
Office application (e.g. control required information
) o button or other)
center) in case of specific events from data source)
and/or alarms
UC _005 | The vehicle is stopped, out of Ignition or boot VideoRecordingService

service and the ignition or boot
up/shut down signal is switched
OFF. Due do safety
rules/restrictions of the operator
the CCTV system shall record video
images from all cameras until a
specified time frame after

up/shut down signal of
vehicle
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switching the vehicle off (this time
is called “follow-up time”).

UC_006

In case of emergency siutuations
the driver stops the vehicle and
must leave the vehicle. He starts
the recording mode ERM by
pushing the emergency button,
switches off the ignition/boot
up/shut signal, pulls out the key
and leaves the vehicle. In this
situation it must be ensured that
the CCTV system will not shut
down. The CVCU changes from
mode RRM to ERM and must keep
recording in recording mode ERM
until a specified time frame after
the alarm trigger signal
(emergency button)

Ignition or boot
up/shut down signal of
vehicle, “emergency”
button

VideoRecordingService

UC_007

In normal service/operation the
driver will stop the CCTV recording
function for a break. Due to rules of
data safety/security the CCTV must
stop recordings, triggered by a
“pause” button which is available
in the driver cabin and connected
to a General Purpose Input (GPI) of
the CVCU. In his break he switches
off the vehicle (switching off the
ignition or boot up/shut signal),
leaves the key in the vehicle

Ignition or boot
up/shut down signal of
vehicle, “pause”
button

VideoRecordingService

UC_008

As operator | want to ensure that
all on-board systems are (also CCTV
system) controlled by the central
IBIS-IP system and its services
(SystemManagementServicve). No
specific rules/regulations for data
safety/security must be considered
in my environmental/operation
field.

IBIS-IP system is
primary controller
instance for all type of
recordings.
Configuration of
parameter
StartStopMode must
be set to value “=IBIS-
IP” in the CVCU
application/configurat
ion (primary
controlling via IBIS-IP
Service operations). !

Interface between
IBIS-IP and hardware
cvcu.

Part of CVCU
configuration/applicat
ion

(interface between
IBIS-IP protocol and
hardware system)

1 This setting has to be implemented into business logic/application/configuration of the CVCU (Diese Einstellung muss in die
Business-Logik/Anwendung/Konfiguration der CVCU Ubernommen werden).
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UC_009 | As operator | must follow general CVCU is primary Interface between
and/or company specific controller instance of | IBIS-IP and hardware
rules/regulations fro data all recordings, IBIS-IP Ccvcu.
safety/security. Foor réqllzatlon / system is s.econdary Part of CVCU
must ensure that specific needs controller instance. configuration/applicat
must be fulfilled and the Configuration of ion
CCTV/video surveillance systems is | parameter .

(interface between
controlled by central IBIS-IP system | StartStopMode must
. g IBIS-IP protocol and
(and its services) as well as my be set to value
. . . . " . hardware system)

own, detailed configuration setting. | “=CVCU” in the CVCU

application/configurat

ion (primary

controlling via CVCU

paramaters).?

UC_010 | In specific situations (maintenance, | A force of stop of all VideoRecordingService
installation/commissioning/testing) | recordings shall only
it is required to force the CVCU to be triggered by a hard
stop all current recordings wired “Maintenance
immediately without any button” which is
consideration of internal provided for
settings/parameters maintenance purposes
(StartStopMode). inside the vehicle.

UC_011 | In specific situations it is required Trigger signal can be VideoRecordingService

to pause the recordings (normal
recordings in mode RRM) for a
while. After a specific time interval
(wich can be configured) the CVCU
shall restart the recording (mode
RRM) automatically without any
additional manual interaction be
the staff member (Maintenance,
drivers etc.)

an external hard wired
“PAUSE” push button
which is connectd to a
digital input at the
CVCU and/or another
IBIS-IP on-board unit
as well as a software
application.

Table 4: CCTV applications - use cases

2 This setting has to be implemented into business logic/application/configuration of the CVCU CVCU (Diese Einstellung muss in die
Business-Logik/Anwendung/Konfiguration der CVCU ibernommen werden).
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2  Funktionale Dienste-Beschreibung /
Functional Service Description

2.1  Funktionen und Aufgaben des Dienstes VideoRecordingService

Der VideoRecordingService ist nur einer von mehreren IBIS-IP Videodiensten:

IBIS-IP Video Interface (functional groups/services)

IBIS-IP IBIS-IP IBIS-IP

VideoLiveService VideoDisplayService VideoRecordingService

Figure 3: IBIS-IP Videofunktionsgruppen und Dienste

Bei Fahrzeugen fiir den 6ffentlichen Verkehr ist die Anzeige der Bilddaten von Innen- und
AuBenkameras erforderlich. Eine korrekte Darstellung und Aufzeichnung von Videobildern und /
oder Bildern erfordern Informationen Uber die Formate, in denen die Videodaten von den
verfligbaren Bildquellen im IBIS-IP-System bereitgestellt werden. Das Format umfasst Parameter
wie Dimensionen (Hohe, Breite), die Videocodierung (z.B. H.264, Motion JPEG), das unterstiitzte
Protokoll (z.B. RTSP / RTP) und Informationen zur Adressierung.

Aufgaben des VideoRecordingService sind:
¢ Steuerung der Aufnahme von mehreren Bildquellen zur Speichereinheit

¢ Umschalten des Aufnahmemodus von "RingRecording Mode (RRM)" auf "Event Recording
Mode (ERM)" und zurick

¢ Pausieren / Neustarten der Aufnahmen von einer oder mehreren Bildquellen
Der VideoRecordingService bietet folgende Funktionen:

 Bereitstellung von Operationen fiir die Start / Stopp-Aufnahme von Video- / Bilddaten aus
Bildquellen (Kameras)

¢ Bei Bedarf kann der Service Bilddaten aus Bildquellen digitalisieren und codieren

¢ Bei Bedarf kann der Dienst zusatzliche Daten und Informationen aufzeichnen, die sich auf die
Videoaufzeichnungen beziehen (z. B. GNSS-Navigationsdaten, Fahrzeugstau und
Diagnoseinformationen, Temperatur, Beschleunigungsdaten des Fahrzeugs, Diagnosedaten von
S.M.A.R.T. aus Speichereinheiten und vieles mehr)

Der Dienst kann in einer separaten CVCU implementiert werden, die eine Anwendung hostet und

andere Dienste als VideoRecordingService (z. B. den Touchscreen-Monitor als Datensenke oder
Videoaufzeichnungseinheit) verwendet.
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Functions and Tasks of the Service VideoRecordingService

The VideoRecordingService is only one of several IBIS-IP video services:

IBIS-IP Video Interface (functional groups/services)

IBIS-IP IBIS-IP IBIS-IP

VideoLiveService VideoDisplayService VideoRecordingService

Figure 3: IBIS-IP video functional groups and services

In vehicles for public transport, the display of the image data from interior and exterior cameras is
required. A correct representation and recording of video images and/or pictures require
information about the formats in which the video data are provided by the available image
sources within the IBIS-IP system. The format includes parameters such as dimensions (height,
width), the video encoding (eg, H.264, Motion JPEG), the supported protocol (eg, RTSP / RTP) and
information for addressing.

The tasks of the service VideoRecordingService are:

e Control the recording from several picture sources to storage unit

e Switching recording mode from “RingRecording Mode (RRM) ” to “Event Recording
Mode (ERM) ” and back

e Pausing/restarting the recordings from one or more picture sources
The service VideoRecordingService provides the following functions:
e Provision of operations for start/stop recording of video/image data from picture sources
(cameras)
o Ifrequired, the service can digitize and encode image data from picture sources

e Ifrequired, the service can record additionasl data and information which are related to
the video recordings (e.g. GNSS navigation data, vehicle staus and diagnostic information,
temperature, acceleration data of the vehicle, S.M.A.R.T. diagnoistic data from storage
units and much more)

The service can be implemented in a separate CVCU, which hosts an application and uses other
services as VideoRecordingService (e.g. touch screen monitor as data sink or a Video Recording
Unit).
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3  Specification

3.1 Overview

The VideoRecordingService has no information regarding the picture sources (cameras) which
are available in IBls-IP system. Furthermore it neither has information about the type of cameras
nor the video parameters (e.g. video codec, frame rate, dimension of the picture) of the video
streams. These parameters are provided by the VideoLiveService which will provide information
regarding:

e Current available picture sources in the vehicle/IBIS-IP structure

e Belonging technical information (camera type, frame rate, URL (IP network cameras),
stream ID, camera name and other)

The VideoRecordingService will be started by the SystemManagementService by use of the
service-start operation of DeviceManagementService (of the specific video device) and name
of the service.

Note: Some IP network cameras provide password protection feature. To get access to the
video stream/pictures of such a camera the correct login data must be available and must be
used. If the login data does not match, the camera declines the access and the pictures/video
streams can not be obtained.

3.1.1 Identification of VideoRecordingService

According to VDV 301 v1.0 (refer to documents Fehler! Verweisquelle konnte nicht gefunden
werden. and Fehler! Verweisquelle konnte nicht gefunden werden.) each of video service is
identifiable within the IBIS-IP structure:
Subject identification:

¢ Service Name

¢ IBIS-IP version

¢ Device Type

e Device ID
Technical identification:

¢ system-wide unique IP address or system-wide unique DNS name

e device on which the service runs

¢ Service name,

e Ports and Path (optional), under which the service is accessible
Each device connected to the IBIS-IP network is configured with an IPv4 address and can be

addressed by this address in the IBIS-IP network. The announcement of individual video services
(by service name) will be realized as defined in accordance to VDV301 via DNS-SD (refer to
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documents Fehler! Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle
konnte nicht gefunden werden.).

For data transmission protocols TCP, UDP, HTTP will be used. Beyond these protocols the Real
Time Protocol (RTP) and Real Time Streaming Protocol (RTSP) are used for transmission of video
data in realtime (refer to VideolLiveService specification.

Note: IP network cameras can provide one or more streams in parallel — these streams can
have several and different profiles (parameters as resolution, frame rate etc.). This depends on
the configuration, model and manufacturer of the IP-network camera.

3.2  Architecture
Within a vehicle several systems may exist which offer and/or use the video services for several

purposes:

VideoRecordingService
... for recording video images from picture sources and/or request stored video images.

VideoDisplayService

... for display of video images from specific sources and/or a combination of several image
sources from more than one image source and/or combination of image sources and additional
information on one screen (OSD). The information can be: camera names, date/time information,
navigation system information or other data.

VideoliveService
... for request of real time video streams from picture sources.

The VideoRecordingService may be implemented in an on-board system on demand. But it is
recommended to implement it in a CVCU unit which can control/preprocess the video data from
the picture sources (cameras) and manage video archives and start/stop behavior of the
recording unit.

3.3  Configuration of video system components

The configuration of video devices and/or video applications is not part of the IBIS-IP video
services. The configuration of sources will be realized either by the image source itselfs (e.g.
configuration of network camera) or by a CVCU.

3.4 Common Services

3.4.1 DeviceManagementService and Error Handling

The video services will be started and monitored by SystemManagementService and
DeviceManagementService. Any device that hosts a video application, implements the service
DeviceManagementService, including its operations. Refer to Section 9.3.1 operations of the
device management service from VDV301-2 [2].

VDV-Schrift 301-2-12 | 05/2017 | 36



Each unit announces the device type, device ID and the available services to the the
DeviceManagementService, so that these information can be provided within IBIS-IP
architecture.

Errors on the video device will be signaled with by GetDeviceStatus and associated
SubscribeDeviceStatus. By DeactivateDevice the video services can be terminated so that a
voltage shutdown may not damage the disks and storage media (only for
VideoRecordingService).

3.4.2 System start/stop procedure and power management

This service provides operations for recording control. The system behavior for all services at the
start of the IBIS-IP system is identical and follows this sequence:

e On any device on which a video service will be implemented the
DeviceManagementService must be implemented (only once) and must be started
automatically while startup of the unit.

e After start of DeviceManagementService the video service publicates itselfs via DNS SD
to known in the IBIS-IP system.

e To start the display of images on a screen/monitor automatically after the start of the
IBIS-IP system the operations for services of DeviceManagementService will be used
(StartService, StopService, RestartService — refer to chapter 9.3.1 of document Fehler!
Verweisquelle konnte nicht gefunden werden.).

e The operations of the VideoRecordingService can now be used as required

e To stop and/or restart the VideoRecordingService the operations of
DeviceManagementService shall be used (refer to chapter 9.3.1 of document Fehler!
Verweisquelle konnte nicht gefunden werden.).

The behavior of VideoRecordingService differs in comparison to other services in one point:

As described above this service can be started by the IBIS-IP SystemManagementService via
calling of service-start operation of the DeviceManagementService of the video unit which
implements the VideoReordingService.

In comparison to other on-board systems there are situations where the CCTV system must
stay/be in operation even if other on-board units and/or the complete IBIS-IP system are not in
operation. The reason is that a CCTV system — depending on the specific needs of the customer—
shall record images/pictures from cameras even if the vehicle is switched off. That means the
ignition/boot up signal is OFF and other on-board systems are (or will) shut down [refer to use
cases UC_005, UC_006.

3.4.2.1 Power management of vehicle

The CCTV system of the vehicle is connected directly to the battery of the vehicle and is
controlled via the ignition signal (road vehicles)/ start up/shut down signal (rail) of the vehicle.
The power management of the vehicle is independed from IBIS-IP system. This constellation
ensures that ivideo images can be recorded even in situations where ignition/start up signal is
switched off but the customer want to record video data [refer to use cases UC_005, UC_006.

Most important aspect is that the CCTV system must keep recording in mode “Event Recording

Mode ERM” even if the driver switches off the vehicle and pulls out the control key. In this case
usually the IBIS-IP get the trigger information to shut down —in the end this will lead to the
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situation that the VideoRecording Service will be stopped. In order to prevent the CCTV system
from stopping the event recording in such critical situation it is necessary to keep the CCTV
system in recording mode ERM [refer to use cases UC_005, UC_006.

Note: Hence the video system needs to be controlled (start up/shut down) by use of two
separate modes which shall be implemented as configuration parameter in the configuration of
the CVCU:

StartStopMode = “CVCU” — Primary controlling by CVCU and its configuration settings

If this parameter is set in the CVCU configuration the CVCU starts the recording automatically and
without any dependency from IBIS-IP system components (CVCU settings control the CVCU
behavior primary, IBIS-IP VideoRecordingService operations/commands are considered
secondary). Because other on-board may need more time than the CVCU to boot up it is
recommended to start the recording of video pictures automatically without explicit calling of the
start operation of VideoRecordingService. This “AUTO-START” behaviour shall be part of the
CVCU application. This mechanism ensures that video pictures from the cameras are recorded
even if other IBIS-IP units take longer time for initialization or an IBIS-IP system component fails.

The VideoRecordingService can and will be started anyway. If the IBIS-IP system tries to call the
start recording function of the service the service will respond a message/indication that the
recording has started yet. The records can be stoped by operation StopRecordings.

StartStopMode = “IBIS-IP” Primary controlling via IBIS-IP system

If this option is used the recording function of the CVCU is controlled by the IBIS-IP system
(primary) and its services/units (SystemManagementService). The CVCU starts up the recording
functionality automatically (via internal business logic) and without explicit calling of an
operation of service VideoRecordingService. The recordings will stop immediately after calling of
the stop operation of the VideoRecordingService.

The CVCU starts normally (and automatically) in mode RRM. If the recording function is not
activated automatically (due to a system fault or another problem) the operation
StartRingRecording must be executed explicitely for start of the recording in recording mode
RRM.

| The primary controller StartStopMode option shall be configurable via CVCU.
It is highly recommended to implement this parameter and function into the CVCU
configuration/application/firmware.
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If the CVCU shall be integrated and controlled primary by the IBIS-IP system the
default Start/Stop Mode in the CVCU configuration shall be set StartStopMode =
StartStopMode = = "IBIS-IP” — refer also to use case UC_008.

If the CVCU shall be integrated into the IBIS-IP system and the customer must
consider specific rules/regulations of data safety/security the default Start/Stop
Mode in the CVCU configuration shall be set to StartStopMode = “CVCU” — refer also
to use case UC_009 in section Fehler! Verweisquelle konnte nicht gefunden werden.

To get these values back as response to calling of an operation it shall be
implemented into the business logic of the CVCU.
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3.4.2.2  Stop of recordings and shutdown behaviour

By execution of the operation StopRecording the IBIS-IP system sends the command to stop all
current recordings. The physically shutdown of the CVCU can not be controlled via IBIS-IP (in this
version) and will be managed via ignition/boot up/shut down signal of the vehicle.

As described in chapter 3.4.2 there can be a critical situation where a stop of recordings in ERM
or RRM must be avoided. Depending of the CVCU configuration (StartStopMode = “CVCU” or
StartStopMode = “IBIS-IP”) the CVCU will react in different ways:

StartStopMode = “CVCU”

The CVBS recognizes the stop command and will consider the current status/recording mode as
well as the CVCU internal configuration parameters and settings for the recordings. In both
recording modes RRM/ERM the CVCU considers configured settings/parameters (e.g. follow-up
time for event/alarm recordings or normal recordings and keeps recording until a specified
follow-up time has been elapsed.

The CVCU responds according to the description of the operation as described in the tables
below. After the follow-up time has bee elapsed the CVCU stops the records and indicates the
change of current state. If the service has been subscribed the state change will be recognized
within the IBIS-IP system.

In this mode the CCTV system will only stop the recordings if:

e Ignition bootup/shut down signal is switched OFF, and
e a configured follow-up time is elapsed, and

StartStopMode = “IBIS-IP”

The behavior of the CVCU is completely controlled by the IBIS-IP system. The CVCU recognizes
the stop command and will not consider any CVCU internal configuration parameters, neither the
current status/recording mode nor settings for follow-up times for normal ring recording or
event/alarm recordings. The CVCU stops immediately all recordings (even current alarm
recordings), replies the related response structure (refer to description in tables below) and
indicates the change of state in the IBIS-IP system.

If the operation StopRecordings is executed and the CVCU records in mode ERM the
CVUC shall stop the alarm recordings and switch to recording mode RRM
automatically to ensure that the recordings are not completely stopped.
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3.4.2.3  Behaviour at call of operation ForceStopRecordings:

In some situations the stop of the recordings must be forced due to specific regulations/guide
lines/procedures at customers. Especially in the field of maintenance and or commissioning it is
expressly desired to the stop recordings. To fulfill such requirements [refer also to Uses Case
UC_010] the recordings can be stopped immediately by the operation ForceStopRecordings.

The operation ForceStopRecordings shall only be used in specific situations
(maintenance/commissioning/testing). Avoid the use this operation for normal
operation! This operation forces the CVCU to stop all recordings without
consideration of configured StartStopMode and/or any other settings in the business
logic of the unit.

Please note that all recordings are stopped after successful execution of this
operation. The CVCU does not start the recordings in mode RRM automatically!

3.4.2.4 Shut down behavior of the CVCU

The CVCU will (physically) shut down if the trigger signal is not present anymore and any
configured follow-up times are elapsed. A forced shutdown of the unit via IBIS-IP command is not
possible and must be triggered by switching OFF the battery power of the vehicle.

3.5 Operations of VideoRecordingService

Before describing the operations in detail some expiilanations regarding the recording modes
and storage archives must be given:

The organization, configuration and structure of the video archives on the storage device (CVCU
or an external storage device (e.g. a Network Attached Storage NAS) is not in scope of the
VideoRecordingService. This must be managed by the business logic/application of the video unit
itselfs. For further explanations it is assumed that the CVCU provides an internal storage device
(Hard Disc Drive HDD and/or Solid State Disc SSD) and an appropriate file structure with archives
for recording in two separate modes:

Ring Recording Mode (RRM):

By use of this recording mode the video data will be stored into ring buffers/archives which will
be overwritten continuously and automatically. The time frame for overwriting can be configured
in demand in the CVCU application/configuration according to the customer needs. For every
image source (camera) a specific ring archive is organized and provided by the CVCU. This type of
recording is also known as “Black-box recording”.

Event Recording Mode, alarms/alerts (ERM):

By use of this recording mode the video data will be also stored into buffers/archives which will
not be overwritten automatically. These data are protected against overwriting because they are
interesting for sfurther analysis (investigations of crimes). The time for overwriting can be
configured manually in demand in the CVCU application/configuration according to the customer
needs.

Note: The handling/management of overwriting, erasing, and/or further processing
of the recorded video data is not part of this video service and shall be provided by
the Business logic/firmware/application/configuration of the CVCU.
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A CCTV system for on-board applications operates in full automatic mode. The management of
archives is task of the CVCU application and its internal businessa logic. A monitoring of fill levels
of the ring buffers/archives is not necessary because these archives are naturally always full
(100%). The archives for alaerm/event recordings shall be protected against automatical
overwriting — in the end these archives could be full which prevents the CVCU from recording of
further video material in mode ERM. To check the fill level of alarm archives the Service offers a
possibility to check this.

Pre-alarm and post-alarm recordings shall be part of the business logic and the archive
management of the CVCU and are not in scope of this service. The configuration of recording
profiles are also part of the business logic and configuration/application of the CVCU (e.g. in
mode RRM recording with frame rate of 6 frames per second (fps), in mode ERM recording with
framerate of 12 or more fps).

The following table lists all available operations of VideoRecordingService :

Operation Req./Resp. | Beschreibung
StartRecordingRRM Req. -
(Ring Recording Mode)

Resp. VideoRecordingService.VideoRecordingStateResponseStructure
StartRecordingERM Req. -
(Event Recording Mode, alarm)

Resp. VideoRecordingService.VideoRecordingStateResponseStructure
PauseRecordingRRM Req. VideoRecordingService.PauseRecordingRRMRequestStruture
(Pauses recordings in RRM)

Resp. VideoRecordingService.VideoRecordingStateResponseStructure
StopRecording Req. -
(Stop recording in dependence of
the StartStopMode which is Resp. VideoRecordingService.VideoRecordingStateResponseStructure
configured in the CVCU)
ForceStopRecording Req. -
(Force to stop all recordings)

Resp. VideoRecordingService.VideoRecordingStateResponseStructure
GetVideoRecordingState Req. -

Resp. VideoRecordingService.VideoRecordingStateResponseStructure
SubscribeVideoRecordingSt | Reg. SubscribeRequestStructure
ate

Resp. SubscribeResponseStructure
UnsubscribeVideoRecordin | Req. UnsubscribeRequestStructure
gState

Resp. UnsubscribeResponseStructure

Table 5: Operations of IBIS-IP VideoRecordingService
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In the next chapter the operations including their data structures are described. For a quick and
easy implementation of the service this proposal considers only one data structure for responses.

3.5.1 Data structure of operation StartRecordingRRM

By execution of this operation the recordings from all configured (CVCU configuration) image
sources will be started, the unit starts in record mode RRM. If the CVCU is in mode ERM, the
CVCU will react depending on the configured parameter for Start/Stop mode (“IBIS-IP” or
“CVCU”) in the following way:

Start/Stop mode “CVCU”:

The CVCU will consider the paramaters of own configuration set. If any follow-up time for alarm
recording is configured the CVCU will stay in alarm/record mode until the follow-up time has
been elapsed. After this time sthe CVCU will stop the alarm recordings and change recording
mode from ERM into RRM. If more than one command has been sent to the CVCU the
commands will be managed in LIFO (Last In First Out) order. OINly the last command will be
executed by the CVCU and all other commandes will be discarded and ignored.

Start/Stop “IBIS-IP”:

The CVCU will not consider the paramaters of own configuration set and will change the
recording mode immediately from ERM to mode RRM.

3.5.1.1 Request

No additional data must be given by execution of operation StartRecordingRRM .

3.5.1.2 Response

The response of this operation is a data structure which provides state information, fill level
details and error information (the responded state shall be “RRM”):

VideoRecordingService.VideoRecordingStateResponse +Structure Response  data  structure for  operation
StartRecordingRRM
a State -1:1 +VideoRecordi Current states of recording system:

ngStateEnumer | RRM — Ring Recording Mode

ation ERM — Event Recording Mode (alarms, alerts)
RRMFUT — Follow Up Time in mode RRM
ERMFUT — Follow Up Time in mode ERM

OFF — Recordings stopped

PAUSE — pause mode of recordings (Ring, RRM)

AlarmArchiveFillLevel 1:1 IBIS-IP.int Current level of archives for event/alarm recordings

(recordings in mode ERM) in percent (%)

OperationErrorMessage | 1:1 IBIS-IP.string Error messages as provided by the CVCU and/or

other storage device.

b StartStopMode -1:1 +RecordingSyst The current configuration value for start/stop
emStartStopMo | behavior of the CVCU in IBIS-IP system.

deEnumeration

Table 6: Description of response structure VideoRecordingService.VideoRecordingStateResponse
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Indication of state of video recording

The current status of video recording (CVCU) is provided by VideoRecordingStateEnumeration:

Enumeration Values

Description

VideoRecordingStateEnumeration RRM

RIngRecordingMode: The CVCU records the video material into
the ring buffer archives which will be overwritten continuously
and automatically. This is the normal Black-Box recording

procedure.

ERM

EventRecordingMode: The CVCU records the video material into
the alarm buffer archives which will be not be overwritten
continuously and automatically. This is a specific Black-Box

recording procedure.

RRMFUT

RIngRecordingModeFollowUpTime: The CVCU is still in mode
RRM, records the video material into ring buffer archives. A
follow-up time is configured and active. The CVCU will record
until this time is elapsed and stop the recording after this time

automatically.

ERMFUT

EventRecordingModeFollowUpTime: The CVCU is still in mode
ERM, records the video material into alarm buffer archives. A
follow-up time for event recordings is configured and active. The
CVCU will record until this time is elapsed and stop the recording

after this time automatically.

OFF

All recordings are stopped, Recordings will NOT start

automatically again

PAUSE

All recordings are paused, Recordings will start automatically

after specified time interval

Table 7: Description of VideoRecordingStateEnumeration

Indication of start/stop mode behavior configured in the CVCU

The start/stop mode behavior which is configured in the CVCU is provided by

RecordingSystemStartStopModeEnumeration:

Enumeration Values Description
RecordingSystemStartStopModeEnume | IBIS-IP The CVCU starts automatically in the IBIS-IP system. If the
ration StopRecording operation is executed the CVCU will not consider
own parameters and will stop all recording immediately.
CvCu The CVCU starts automatically in the IBIS-IP system. If the

StopRecording operation is executed the CVCU will consider own
parameters for controlling of video material into the archives. If
any follow up times are configured, the CVCU stays in current
recording mode and ignores the command until the configured

time is elapsed.

Table 8: Description of RecordingSystemStartStopModeEnumeration

3.5.2

Data structure of operation StartRecordingERM

The execution of this operation will either start the recording of video data in mode ERM (if the
CVCU is not in mode RRM) or change the recording state from RRm to ERM. By execution of this
command the CVCU will record video data which to alarm archives.
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3.5.2.1 Request

No additional data must be given by execution of operation StartRecordingERM .

3.5.2.2 Response

The response to the operation call is the structure VideoRecordingStateResponse (refer to
decription of the response structure in chapter 3.5.1.2). The responded state shall be “ERM”.

3.5.3 Data structure of operation PauseRecordingRRM

3.5.3.1 Request

This operation is intended to set the CVCU in mode PAUSE. In this mode the recordings in mode
RRM will be stopped for a specific time interval which is given by the request structures. After the
specified times has elapsed the CVCU will restart the recordings in RRM automatically. No
additional manual interaction is required.

VideoRecordingService.PauseRecordingRRMRequest +Structure Request data structure for operation
PauseRecordingRRM
Pauselnterval 1:1 +IBIS-IP.int Time in seconds for PAUSE mode.

Table 9: Description of response structure VideoRecordingService.PauseRecordingRequest

3.5.3.2 Response

The response to the operation call is the structure VideoRecordingStateResponse (refer to
decription of the response structure in chapter 3.5.1.2). The responded state shall be “PAUSE”.

3.5.4 Data structure of operation StopRecording

The execution of this operation will stop the recording in mode ERM and RRM if the start/stop of
mode of CVCU is configured as “IBIS-IP”.

If the start/stop mode of CVCU is configured as “CVCU” the unit will consider specific
configurations for recording. Any configured follow-up times will be considered and the unit will
stop the recordings after this time is elapsed (Parameter “CVCU” has higher precedence than

Parameter “IBIS-IP”). For detailed description refer to chapter 3.4.2.

3.54.1 Request

No additional data must be given by execution of operation StopRecordingERM .

3.5.4.2 Response

The response to the operation call is the structure VideoRecordingStateResponse (refer to
decription of the response structure in chapter 3.5.1.2). The responded state shall be “OFF”.
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3.5.5 Data structure of operation ForceStopRecording

The execution of this operation will stop the recording in mode ERM and RRM without
condideration of the configured start/stop mode in the CVCU business
logic/configuration/application. For detailed description refer to chapter 3.4.2.

3.5.5.1 Request

No additional data must be given by execution of operation ForceStopRecording.

3.5.5.2 Response

The response to the operation call is the structure VideoRecordingStateResponse (refer to
decription of the response structure in chapter 3.5.1.2). The response state shall be “OFF”.

3.5.6 Data structure of operation GetVideoRecordingState

By execution of this operation the CVCU replies the current state of video recording without any
changes of the recording mode. This operation is just for information purposes.

3.5.6.1 Request

No additional data must be given by execution of operation GetVideoRecordingState.

3.5.6.2 Response

The response to the operation call is the structure VideoRecordingStateResponse (refer to
decription of the response structure in chapter 3.5.1.2).

3.5.7 Data structure of operation SubscribeDisplayState

For subscription of abonements the data strutures SubscribeRequest & SubscribeResponse are
used. Refer to description of structures in chapter 10.51 and 10.52 of document Fehler!
Verweisquelle konnte nicht gefunden werden..

3.5.8 Data structure of operation UnsubscribeDisplayState

For unsubscription of abonements the data strutures UnsubscribeRequest &
UnsubscribeResponse are used. Refer to description of structures in chapter 10.57 and 10.58 of
document Fehler! Verweisquelle konnte nicht gefunden werden..
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4 Test / Testing

4.1 Testing Environments
The test of the service requires following items and environment and must consider following
pre conditions:

e Ensure that at the correct components are available for the test.

e 1 x Central Video Control Unit (CVCU)

e Atleast 1 x video data source (camera, either analogue or IP network)

e Hard & Softare tools for analysis of recorded video material

e Implementation of IBIS-IP VideoRecordingService in the CVCU. All services must be
started in a correct way (consider that this requires an onboard unit which provides the
base services as SystemManagementService and DeviceManagementService

e All equipment must be connected via Ethernet (IBIS IP) and supplied with power

e Ignition/boot-up signal must be connected in a correct way to the CVCU

e An “Emergency/Event/Alarm” push button must be connected to the CVCU via GPI
e A “Maintenance” push button must be connected to the CVCU via GPI

The type of the data source which will be used for testing depends on the requirement of the
specific project and the type and functionality of the Central Video Control Unit.

4.2 Test Cases
Test Case 1 - Test of startup mechanism of CVCU and the auto-start of service operation

StartRecordingRRM:

The CVCU will be started by ignition/bootup signal of vehicle and shall start the Service
itselfs and the recording in Mode RRM automatically.

Test Case 2 - Test of operation StartRecordingERM:
The command will be executed by CVCU triggered by the operation StartRecordingERM.
The CVCU shall switch the recording mode from RRM to ERM. If current mode is ERM the
CVCU keeps recording in this mode. If mode is OFF the CVCU switches starts the
recording in mode RRM.

Test Case 3 - Test of operation StartRecordingRRM:
The command will be executed by CVCU triggered by the operation StartRecordingRRM.
The CVCU shall switch the recording mode from ERM to RRM. If current mode is RRM the
CVCU keeps recording in this mode. If mode is OFF the CVCU switches starts the
recording in mode RRM.

Test Case 4 - Test of operation StopRecording in mode RRM

The CVCU starts recording in mode RRM (t1) — follow up times are configured in the CVCU
configuration:
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e for normal recordings (mode RRM) = 120 seconds

After 180 seconds of recording in mode RRM the recordings shall be stopped via execution of
operation StopRecording (refer to test result including information regarding the
dependencies as parameter StartStopMode, State, recording mode etc).

Test Case 5 - Test of operation StopRecording in mode ERM

The CVCU starts recording in mode RRM (t1) — follow up times are configured in the CVCU
configuration:

e for event recordings (mode ERM) = 300 seconds

After t2 = 120 seconds of recording in mode RRM the operation StartRecordingERM will be
executed. At t3= 240 seconds the recordings shall be stopped via execution of operation
StopRecording (refer to test result including information regarding the dependencies as
parameter StartStopMode, State, recording mode etc).

Test Case 6 - Test of operation ForceStopRecording in Mode RRM
The CVCU records in mode RRM — a follow up time for mode RRM is configured (120

seconds). Via operation ForceStopRecording the recordings shall be stopped immediately for
maintenance purposes.

Expected: Stop of recordings after 300 s (120 s video material mode RRM, 180 s video
material ERM).

Test Case 7 - Test of operation ForceStopRecording in Mode ERM
The CVCU records in mode RRM — a follow up time for mode ERM is configured in the
CVCU (300 seconds). After execution of StartRecordingERM (@ t2 = 120 s) the CVCU
records 120 second of event video material. @t3 = 300 s) the recordings shall be stopped

immediately for maintenance purposes by execution of ForceStopRecording.

Test Case 8 - Test of operation PauseRecordingRRM

The CVCU records in mode RRM — by calling operation PauseRecordingRRM with time
interval of 120 seconds.
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4.3 Expected Test Results

Test Case

Result

1

DeviceManagementServive and SystemManagementService are running.
The CVCU shall start the recording in Mode RRM automatically after boot-up
by selkf-calling the operation VideRecordingService and starts automatically
the recorsdings. The Service shall be known in the IBIS-IP system.

All required IBIS-IP services are running. The CVCU operates in recording
mode RRM. After execution of the StartRecordingERM operation the CVCU
shall change into mode ERM.

The state “ERM” shall be replied in the response structure.

All required IBIS-IP services are running. The CVCU operates in recording
mode ERM. After execution of the StartRecordingRRM operation the CVCU
shall change from mode ERM into mode RRM. The state “RRM” shall be
replied in the response structure.

Mode RRM — All required IBIS-IP services are running. The CVCU operates in
recording mode RRM. Dependend of parameter “StartStopMode” and
configured follow-up times (ERM = 300) the expected results are as follows:
StartStopMode = “IBIS-IP”:

The CVCU will stop recordings. The final state is OFF.

StartStopMode = “CVCU”:

The records will be stopped after the configured follow-up time of 300 s. In
the end the final state is OFF.

Mode ERM - All required IBIS-IP services are running. The CVCU operates in
recording mode RRM and changes into mode ERM. The state “ERM” shall be
replied in the response structure. Dependend of parameter “StartStopMode”
and configured follow-up times (ERM = 300) the expected results are as
follows:

StartStopMode = “IBIS-IP”:

If the CVCU records in mode ERM the CVCU will stop event recordings and
changes back the record mode RRM. The final state is RRM.

StartStopMode = “CVCU”:

If the CVCU records in mode RRM the records will be stopped after the
configured follow-up time of 300 s. In the end the final state is OFF.

The CVCU stops all recording in mode ERM or RRM independed of
configuration parameters State, StartStopMode, follow-up times (ERM/RRM).

The CVCU stops all recording in mode ERM or RRM independed of
configuration parameters State, StartStopMode, follow-up times (ERM/RRM).

The CVCU shall pause the recordings in RRM mode for 120 seconds an restart
the recording in mode RRM automatically again. If the CVCU record in mode
ERM the recordings shall not be paused.

Table 10: Table of test results
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